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The fake news phenomenon in Romania and Moldova has been explored within the framework of the
Black Sea Trust for Regional Cooperation project "Screening and Counter raising Alternative Realities
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Both the end of 2018 and the beginning of 2019 are marked by crucial elections in the
Republic of Moldova, Estonia, Ukraine, Georgia and Macedonia and in May 2019, we will
have the general election for the European Parliament. These are some of the most
important events to come in our region. All these votes are affected by the two major
symptoms of poor governance promoted from the East: (a) Clientelism as a successful
political model, developed ever more liberally as an alternative to the rule of law – both
directly from public money, and through more subtle schemes, for example in energy; and
(b) systematic misinformation through new or traditional media. A relies on B, and B serves
A, consolidating each other in bad governance.

The EFOR 2019 report outlines the results of a series of projects of the organisation and its
partners on both components: measuring clientelism and combating strategic political
misinformation. Clientelism can be powered either directly from public funds, as it is the
case for financial transfers made by local authorities to the local governments for investment
- which have been documented by us throughout recent years; or affecting strategic sectors
through more subtle schemes, such as energy.
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The three sides of political clientelism
Over the past seven years, EFOR has been
showing with figures and arguments the
level of clientelism and the primary means
by which political parties build networks of
power, supporting their political allies, and
bribing mayors with public money in
exchange for their support during the
electoral campaigns. The collected data
shows that there are three essential
channels through which they drain public
resources to strengthen the capacity of
the governing political parties: 1) money
allocated for public investments and
emergency funds, 2) public procurement
and 3) state companies. All the
governments in power for the last 14
years used similar methods.
Often, disputes in the public space are
based on simple views and populist
reactions, without figures to back them
up. Prime Minister Viorica Dăncilă has
recently stated several times that the
National Program for Local Development
(PNDL) is a great success and that it has
taken the country out of the mud1.
However, the arguments of politicians are
based mostly on words, not on figures.
And frequently their statements have been
based on altered statistics.
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www.hotnews.ro/stiri-politic-22981538-dancilalauda-psd-scos-tara-din-noroaie-prin-programulpndl-introdus-dragnea.htm

In the Republic of Moldova, the
Democratic Party has invested in Good
Roads for Moldova, a program with a
similar purpose as PNDL, with rather small
infrastructure investments. A report
published at the end of 20183 by
Watchdog.md and EFOR shows that Good
Roads took money from national
infrastructure and thus jeopardised the
rehabilitation and maintenance of national
roads. Moreover, projects or feasibility
studies are missing, and the distribution of
funds is not necessarily rational and
needs-based. The sustainability of the
investments is questioned.
All of this is happening in the pre-electoral
and electoral years in both countries.
Moldova's parliamentary elections were
held on February 24th, and Romania has
two upcoming years of elections.
Based on the data gathered in recent
years we have built a theory of clientelism
in the region, and identified some of the
most common methods by which public
money is directed to political power
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www.recorder.ro/video-dumnezeul-achizitiilor
www.expertforum.ro/raport-drumuri-bune/
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Over the past year, more and more data
has shown that PNDL is a problematic
program and confirmed EFOR's moneysharing and spending assumptions. A
recent documentary published by
Recorder2 has demonstrated how an
important person from Tulcea County - a
priest, a businessman and advisor to
former minister of development, Paul
Stănescu - has managed to obtain large

sums of money from public contracts, by
using political relations. The documentary
confirms another EFOR conclusion, namely
that there are local pressures from the
ruling party to conclude public
procurement with favoured firms;
sometimes the pressure comes from some
calls from Bucharest. Even if it does not
represent the whole program, it certainly
raises questions about how the money is
being invested and about the quality of
the work that is being done.
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networks. The three countries have some
similarities, but also specific mechanisms4.
Both in Moldova and Romania, we have
allocations from the centre to the local
levels by investment programs which
show that the ruling party supports the
mayors of the same political colour in
comparison to the opposition. In Moldova,
for example, during the analysed years,
mayors in power received at least twice as
much money as those in opposition; and
in some years the proportion is 8/1.
A common factor is that the independents
are more likely to be lured to the ruling
party. It is true that in Georgia and
Moldova, the mayors' membership to a
party is more challenging to follow than in
Romania, as migration is much more
massive. The figures from the last local
elections in 2015 are no longer similar to
the ones from today in the Moldovan
administration.

out of 51 constituencies got 92% of the
money. The districts where PDM leaders
have been nominated have received more
money than the country average.
In Georgia, the situation is rather specific5.
The party winning the parliamentary
election also receives all the mayors
indirectly in the local elections, which
takes place after a two-year gap. In other
words, mayors are going after the money,
especially if we take into account the low
financial independence of the mayors of
Georgia.
So, to better illustrate the level of
clientelism in each country, we have built
Maps of Clientelism that allows anyone to
keep track of how much money the
mayors or counties received, when and on
what basis.

In Moldova, the data revealed another
clientelistic mechanism: the allocation was
directed according to the voter and not
only by the political colour. Thus, the
analysis of allocations from the Good
Roads Program in four constituencies has
shown that although the program is
transparent at the first glance (all projects
are published on the site, including
pictures), the details can change the
perspective. With a mixed electoral
system, the importance of candidates in
constituencies has become much higher,
especially since there is no validation
threshold.

www.expertforum.ro
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So, the Democrat Party has distributed the
funds to the localities where there are
more chances that more people will vote,
even if the mayors are of a different
political colour. Generally, although almost
all localities have received something, 27
4

In 2018 we published more reports which cover in
detail the three examples –
www.expertforum.ro/profilul-clientelismului-politicin-regiune/
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Georgia – www.expertforum.ro/en/map-clientelism-ge

Moldova - https://expertforum.ro/harta-clientelism-md/
Romania - https://expertforum.ro/harta-clientelism/

Moldova – www.xpertforum.ro/en/map-clientelism-md
Romania - https://expertforum.ro/harta-clientelism/

www.expertforum.ro

Romania – www.expertforum.ro/en/clientelism-map
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In 2018 PNDL has 2,259 beneficiaries in
both phases of the program. Most of the
money went to communes: 76% of the
funds, or 3.44 billion.

The mud under PNDL – the
radiography of 2018
In 2018, PNDL continued to be the most
important source of funding from the
national budget for local investments. The
program managed by the Ministry of
Regional Development and Public
Administration (MDRAP) continued to
finance the construction of roads, schools
and kindergartens.
From PNDL 2, between 2017 and 2018,
2.88 billion RON of the nearly committed
30 billion RON were settled, according to
official data. In reality, only 213 projects
were finalized from a total of over 7.171
proposed for funding6. From PNDL 1
(2013-2019), 3,129 of the estimated
5,502 works were finalized.
Last year, the Government allocated
through the annual budget and
subsequent rectifications 1,9 billion bln.
for the first stage of PNDL and 2,34 bln.
RON for the second stage7. To ensure
payments to the beneficiaries, additional
funds were transferred through the
Reserve Fund. Hence, Government
Decision (HG) 777/5 October 20188 was
issued, which supplemented the PNDL
budget by half a billion lei, and in
December an additional amount of 300
million Lei was allocated through HG 974.

EFOR has updated the information
regarding PNDL and the Reserve
Fund allocation and payment data,
and the overall picture (2004-2018)
of the program can be analysed on
the Clientelism Map,
www.expertforum.ro/en/clientelismmap.
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The proportion of funds in PNDL per party

Last year, the ministry made payments of
4.53 billion RON9. The most substantial
payments were made in September,
November and December. Politically
speaking, the Social Democratic mayors
received most of the money: 2.88 billion
RON went through reimbursements to
PSD and 1.2 to the Liberal mayors.
www.expertforum.ro
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Status from January 2019, www.mdrap.ro/lucraripublice/pndl
7 http://gov.ro/ro/guvernul/procesul-legislativ/notede-fundamentare/nota-de-fundamentare-hg-nr-97413-12-2018&page=21
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www.legislatie.just.ro/Public/DetaliiDocument/2054
87
9
According to the data published by MDRAP www.mdrap.ro/comunicare/informatii-publice/-8483
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Proportion by type of localities
When it comes to communes, the highest
sum of money went to Buzeştii de Sus
(Hunedoara), which received 28.9
thousand times more funds per capita
compared to Belceşti (Iaşi), the last
locality on the list. It is true that the top
10 localities are smaller in population
compared with the last ones. However,
the differences in the amounts received
are high, as the average per capita
payment is 310 lei. This makes us
question the allocation and payment
algorithm and if, in fact, is proportionate
to the real needs of localities.
A number of 168 cities received money,
out of which the top 15 provided half of
the funds; the leader is Mioveni. The
average per capita is 112 lei. However,
some cities have over a thousand lei:
Mioveni, Solca, Bolintin Vale or Piatra Olt.
On the other side we can find Roznov,
with 2.3 lei per capita.

clientelismului-2018/

When it comes to the number of
payments, Sector 3 ranks best. EFOR has
already shown that Sector 3, led by
Robert Negoiţă (PSD), received 38.3
million lei, while Sector 4 received 13.5
million lei. Most of the projects funded for
the sectors in Bucharest are related to
school and kindergarten consolidation.
From PNDL 2 Sector 3 was allocated 74.5
mil. RON for almost as much as the other
sectors in Bucharest together; Sector 1 did
not receive anything10.
The average/locality is of three payments
per year. No less than 78 payments were
made to Sector 3.

www.expertforum.ro

The Clientelism Map: who got the money in the
first half of 2018?, www.expertforum.ro/harta10

The division in counties shows inequality,
in the sense that Olt, the county that was
led by Paul Stănescu, former president of
the county council and later head of
MDRAP has received seven times more
money in reimbursements than the
counties at the bottom of the rank.
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Locality/County

RON/per
capita

Buzesti de sus Hunedoara
Padina - Mehedinti

13,323.76
7,693.53

Tatulesti - Olt

7,460.58

Raca - Arges

7,053.36

Gogosu - Dolj

6,420.28

Rau alb - Dambovita

6,330.69

Ribita - Hunedoara

6,290.08

Bicles - Mehedinti

5,726.17

Ludos - Sibiu

5,702.95

Chiesd - Salaj

5,273.18

Party

Locality/County

RON/per
capita

Party

PSD

Argetoaia - Dolj

2.86

PSD

PSD

Ciohorani - Iasi

2.82

PSD

PSD

Chiojdu - Buzau

2.45

PSD

PSD

1.96

PNL

PSD

George Enescu Botoșani
Ghiroda - Timiș

1.92

PNL

PSD

Cobadin - Constanța

1.70

PNL

PSD

Malnaș - Covasna

0.81

PCM

PSD

Cărpineț - Bihor

0.67

PSD

PSD

Carta - Harghita

0.62

UDMR

PSD

Belcesti - Iași

0.46

PNL

Top communes (up); Top cities (down)
Locality

Sum

Mioveni - Argeș
Bolintin Vale - Giurgiu
Băicoi - Prahova

94219620.57
15816620.99
10598573.77

Hârșova - Constanta
Dabuleni - Dolj
Vișeu de Sus - Maramureș
Piatra Olt - Olt
Tirgu Neamț - Neamt
Miercurea Nirajului - Mureș
Negrești - Vaslui

County

% of funds for
cities
23.85%
4.00%
2.68%
2.47%
2.38%
1.85%
1.84%
1.67%
1.61%
1.33%

9761545.76
9423850.68
7309949.2
7263262.92
6590473.12
6368564.75
5252203.86

RON

PSD
PSD
PNL
ALDE
PNL
PSD
PSD
PSD+UNPR
UDMR
PSD

Party

County

241,787,737.17

PSD

Arad

63,595,813.08

PNL

Arges

217,633,199.68

PSD

Cluj

62,472,758.79

PNL

Giurgiu

216,114,232.35

PSD

62,067,698.55

PSD

Dâmbovița

193,785,053.52

PSD

Caraș
severin
Sibiu

60,944,537.95

PNL

Vaslui

188,238,251.02

PSD

Ialomița

58,239,215.68

PSD

Mehedinți

174,326,138.60

PSD

Ilfov

54,048,747.36

PNL

Constanța

151,848,500.01

PSD

București

52,264,692.40

PSD

Neamț

145,653,376.86

PSD

Bacău

49,907,170.36

PSD

Buzău

145,311,159.56

PSD

Covasna

43,580,864.68

UDMR

Satu Mare

144,556,237.23

UDMR

Brașov

33,259,845.92

Olt

RON

Party

Party

PNL

Top counties (up); Top number of payments (down)
Sector 3 - București

78

PSD

Targoviste - Dâmbovița

63

PSD

www.expertforum.ro

CJ Dâmbovița - Dâmbovița

57

PSD

CJ Satu Mare - Satu Mare

36

UDMR

Oraștie - Hunedoara

29

PSD

CJ Vrancea - Vrancea

28

PSD

Galați - Galați

27

PSD

Hunedoara - Hunedoara

27

PSD
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Nicorești - Galați

25

PNL

CJ Olt - Olt

25

PSD

CJ Neamț - Neamț

25

PSD

CJ Giurgiu - Giurgiu

25

PSD

2019 Annual Report

The Reserve and the
Intervention Funds

Under the Public Finance Law
500/2002, the two funds can be
used in unforeseen circumstances,
which require rapid intervention.
Historically speaking, the reserve
fund was one of the most
clientelistic mechanisms, being
used in violation of legislation and
by exceptions to the rule, covering
non-urgent expenditure. This has
also been consistently noted in the
reports published by the Court of
Accounts.
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FDGR
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Altele
0.42%
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For the Reserve Fund, 31
government decisions were issued.
Out of these, we analysed 15, for
which we were able to identify a direct
local beneficiary. The remaining 1.3 billion
were transferred to the ministries, and the
General Secretariat of the Government.
Two decisions (777 and 974) approved
the amount of 800 million lei for
reimbursements from PNDL 1 and PNDL 2.
Through other decisions the Government
funded current and capital expenditures,
ensured support for the child protection
system and adults with disabilities or
funds were earmarked for balancing local
budgets, the latter accounting for 1/3 of
the total amount of 997 million RON. The
situation of the 997 million is the following
from the political perspective (see chart

on the right).

FDGR
PMP
PSD+ALDE
Altele

Valcea (37 million) and Prahova (33
million).
Statistically speaking, per party, 71% of
the money was allocated to PSD.
The governmental parties received 65% of
the funds allocated through PNDL in 2018.
Allocation practices have not necessarily
become more transparent, even if the
prime minister describes PNDL as a total
success.
And even if PNDL is a program designed
primarily for small towns and communes,
Sector 3 has been successful in the sense
that it has received 38 million lei and
counted the highest number of payments.
Counties led by influential PSD leaders
such as Olt, Dambovita, Buzau and Vaslui
were successful in terms in
reimbursements. The differences between
the top-ranked and the last ones are
visible, especially for communes.
www.expertforum.ro

Also, in 2018, money was allocated from
the Intervention Fund and important sums
went to cover the floods in March and
June. One hundred twenty-six million lei
was allocated to the Ministry of Health,
respectively the Ministry of Waters and
Forests. For floods, the Government
allocated 373 million lei, most of it going
to the counties of Vrancea (55 million),

PSD
67%
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UNPR, 0.47%
UDMR, 5.09%

ALDE, 1.69%

The Intervention Fund
PMP, 0.05%
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PNL, 19.10%
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Bazaar budgeting or how bad habits
spread fast
Although there are differences in how
funds are allocated, the background is the
same: to serve the interests of the political

class in power, which takes advantage of
the public function to enrich and to gain
access to public resources. The clientelistic

www.expertforum.ro
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model obviously includes the culture of
the place, power relations, history,
administrative structure, position on the
East-West axis etc. However, we see in
Romania, Moldova and Georgia a
mechanism through which politicians in
power keep local governments captive by
allocating funds that are absolutely
necessary for the functioning of some
localities, which often do not have a good
chance of surviving from the budgets
collected from local taxes.

Mayors tend to ally with the one who
shares the money in order to be reelected. The migration of mayors is much
more visible in Moldova and Georgia than
in Romania and less legally limited. In
Moldova, the Democratic Party has
gathered a significant number of mayors
to ensure that they will bring votes for the
parliamentary elections, based on a nonfunctioning mixed electoral system against
which the Venice Commission and the
OSCE / ODIHR have expressed strong
negative opinions, and which further
promotes political clientelism. It is hard to
estimate how many mayors the party
actually has because the available figures
are very contrasting.
In Georgia, migration seems total,
because mayors do not want to be in
opposition where they would not have
access to resources; why argue with the
winners when you can join them?
Municipalities are fewer and bigger;
political alignment is more visible and the
risk of being in opposition more

2019 Annual Report

considerable. Pluralism at the local level is,
in fact, a fiction. In Romania, even though
mayors are not constantly migrating,
regional alliances and face-to-face
competition are happening daily. In many
places, the Social Liberal Union (USL) is
still alive.
The provisional governance and
improvisation without long-term vision and
with limited success leads to more
expensive projects. Poor investments,
which do not meet the real needs of the
communities or that are made in half, will,
in fact, prove to be more expensive in the
long run than the estimates show: either
because they need to be rebuilt, or they
do not last long, or they simply did not fit
in. The roads which are destroyed after
the first rain or the dunes that are formed
after the first hundreds of cars must
surely be rebuilt. Moreover, the
construction companies take advantage
when they get a contract because they do
not know how the ministers change, and
they may not receive the money they
were promised, in a clientelistic manner.

11
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In the long run, the investments which are
not thorough are more likely to affect the
economic and social development of
localities in a negative way. It is pointless
to build roads to the cemetery or towards
a village with 100 inhabitants; this does
not necessarily mean that they should not
be built, but not as a priority if one does
not have an integrated plan connecting
rural or small towns or development
centres, which can help the community
grow.
Not all investments are doomed to failure.
Many of them have their role and are
necessary. However, given that there is a
mix of efficient investments, improvisation
and fixed procurement, it is difficult to tell
what the truth really is. And this is what
politicians actually rely on when they
continuously talk about the great success
of the national investment programs. Fake

news is not totally false; it is an intelligent
mixture of real events with inventions.
Bazaar budgeting11 encourages
negotiation instead of a long-term vision,
significantly reduces transparency and
dialogue with the real beneficiaries of the
investment and reduces the possibility of
alternative investments from European
funds or from other international entities
that demand clear rules and betterdeveloped procedures. We see such
behaviours in Romania, where mayors no
longer apply for European funds, because
the PNDL clientele mechanism is much
easier, as well as in Moldova, where
national infrastructure money has been
reallocated to fix certain small roads, but
with big impact over the electorate.
The procurement procedures also have
outliers. The latest EFOR report regarding

www.expertforum.ro

Even if the level of transparency regarding
investments is different, if we look deeper
into the allocated money, we understand
that they were made to serve a party, a
certain mayor, or to draw votes in certain
localities. Even if the aggregate figures
seen at a general level look good everyone has received some money under the magnifying glass, we can see
that Sector 3 in Bucharest has received as
much as the rest of the sectors combined.
We see that the counties led by PSD
leaders are more successful than others at
reimbursements or we see that localities
or districts in the Republic of Moldova
where PDM leaders are running, receive
exponentially more money than those
where voters would go to the opposition.
These outliers actually define clientelism

and show that facade transparency
without clear and understandable rules is
in fact fake.
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the county of Constanta shows us that the
top five - most of them are known at the
local level and associated in various ways
with political actors - out of 115
competitors have won over 50% of the
funds for investment projects12. The
situation is the same in the other ten
counties analysed over time by EFOR. To
all of this, we add a substantial
percentage of low-bid and extensive use
of the lowest cost criterion.

In the rest of the region, where there is
not even the consistent experience of
implementing EU projects and supervision
of the Commission, it becomes even more
difficult to embed a practice of
transparency and good governance if the
alternative model present in Eastern
Europe is so powerful and aggressive.

Another recent report13, on infrastructure
consultancy procurement shows how 79
out of 4600 companies have won half of
over 16 billion RON. In 1/3 of cases, the
selection criterion was the lowest price,
which shows us that the interest is not
necessarily quality. Half of the procedures
had between 1 and 3 competitors.
The total elimination of this kind of
behaviour is illusory because these funds
are the main source of money the political
parties can legally use, which are used to
finance votes indirectly and buy loyalty (or
at least friends and temporary alliances).
However, without transparency, clear
rules, and without the appointment of
competent and visionary decision makers,
we will not overcome, even slightly, the
political clientelism area.

www.expertforum.ro
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To get Romania back on track, PNDL must
become a more transparent and balanced
program, including in terms of public
procurement and tracking the real
implementation of projects on the ground.
We have two upcoming electoral years,
and EFOR has demonstrated that in the
previous electoral years the funds were
allocated predominantly to mayors of the
same political colour as the government.
Therefore, procedures must be made
more accessible to follow, be objective,
and not depend on the political colour or
party position of the beneficiaries.
Money and procurement: Who got the PNDL
contracts in the county of Constanta?

Political clientelism in infrastructure contracts

12
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www.expertforum.ro/achizitiile-din-pndl-cta/

www.expertforum.ro/clientelism-politic-contracteconsultanta/
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Energy: poor governance,
regional vulnerabilities
As we have seen in recent years, Russia
has three great tools to build its political
and economic influence in its
neighbourhood, but also to project its
influence in the West. We have:


military aggression in separatist
areas from the former USSR
states;



"hybrid war" instruments such as
cyber-attacks, disinformation,
trolls, financing of extreme political
movements etc.;
and energy blackmail.



As far as the energy blackmail is
concerned, the most important leverage and most visible - is the share of Russian
gas in EU imports, which remains 40% in
2018, or 8% of the Union's total
consumption. Even if the EU is more and
more dependent on imports of Russian
energy resources, especially oil, the gas
market is heavily reliant on the pipeline
infrastructure, and imports are not easy to
substitute, while there is a global market
for oil.
At European level, the Russian gas
position appears to be low, but in several
Central and Eastern European countries,
Gazprom controls up to 100% of gas
supplies and gas transit through Ukraine,
leaving these countries vulnerable to the
threat of interruption.

14

www.warsawinstitute.org/gazproms-lavishspending-nord-stream-2-turkish-stream/
15 It is worth mentioning the position of Ukraine:
www.hungarytoday.hu/szijjarto-russia-beneficialhungary/

The EU Member States such as Hungary,
Bulgaria, the Czech Republic, Slovakia and
others opposed EU sanctions against
Russia after its military aggression in
Ukraine in 2014, its expansion, cyberattacks of Russian origin or after the
Skripal scandal. The opposition to
sanctions has often been rewarded by the
Kremlin with better prices or conditions for
Gazprom gas or promises related to
Gazprom's primary pipeline connections
that would go round Ukraine (Nord
Stream, Turkish Stream)15.
Likewise, even in countries whose official
position was pro sanctions (France,
Germany), there has been strong
opposition to this position from some
significant players in the business
environment. Particularly visible were the
companies involved in major Russian
energy projects such as the Nord Stream
216 consortium.
The issues presented above are very
"soft" compared to how Russia uses the
energy leverage in non-EU countries, even
in the countries that should apply the
rules and build European-level energy
institutions with the signing of Association
Agreements and membership of the
Energy Community. In the former Soviet
16
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Typically, the monopoly of a company that
behaves strictly "economically" may abuse
its position, increasing prices unilaterally
according to how big the “demand” is.
However, in Gazprom's case, we also see

behaviours that have nothing to do with
maximising profits but have to do with
Kremlin's attempts to influence some
political decisions, issues that have
nothing to do with the profitability of gas
exports to Europe but have stakes beyond
the energy sector. Much has been written
about the fact that neither Turkish Stream
nor Nord Stream 2, projects that reinforce
the EU's dependence on Russian gas by
eliminating transit through Ukraine, are
financially justified14.
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space, in countries like Ukraine, Georgia
or Moldova, Gazprom and other energy
giants have completely non-commercial
behaviours, and the pressure, the energy
blackmail, the subsidising "friends" and
the attempts to assault the key assets in
the energy sector are happening on a
daily basis.
How would a business company accept,
for example, to not collect its bills for
decades as it happened in Ukraine until
2013 or in Moldova so far, so that, at the
right moment, they can push for the
takeover of gas networks? Who would
accept to provide free energy or energy at
below-market prices, as the Kremlin does
in Transnistria with gas and electricity,
secretly supporting the budget of a
separatist regime and the theft of public
resources from a state-owned company
like Gazprom through offshore
intermediaries?
In Transnistria, for example, we had the
case of Energokapital, an intermediary for
the electricity supply in Moldova, which in
2014-2015 took energy at negligible prices
from the Cuciurgan plant, not paying for
gas, billing Moldovan consumers for
electricity at rates above those in Romania
and transferring profits to offshore
accounts. Meanwhile, Moldova's gas debt
grew, increasing the vulnerability of the
country to blackmail with the gas supply.

www.expertforum.ro
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supply disruptions or other forms of
pressure such as forced takeovers
(attempted or successful), punitive pricing
policies, direct threats (see table at the
end of the chapter) in the former USSR
member states.
The situation of the Ukrainian contracts is
well known: during the times when Kiev
and Kremlin had disputes over Ukraine's
supply and transit conditions, the situation
led to the two gas crises in the EU in 2006
and 2009, which accelerated the EU's
policy of diversification of sources and gas
routes just before the military conflict in
2014.
Less well-known is the energy crisis in
Georgia in January 2006, when two
explosions in North Ossetia at the gas
pipelines supplying Georgia and one to
Russia's electricity transmission network
left significant parts of Georgia in the cold
and dark winter, an unusually cold winter.
Georgia accused then that the crisis was
made as a threat to persuade the country
to surrender its gas network to Gazprom,
while Russia suggested that the explosions
were caused by Chechen terrorists18. It
should be noted that Georgia's response
in the next years was to diversify its gas
sources as a matter of urgency, although
there are still problems with gas transit
and electricity supply.

As a rule, Russia has tried to maintain
credibility in its relations with Western
Europe in terms of energy contracts, even
in the Cold War years, because energy
exports were a valuable source of
currency and technology for the Soviet
economy, respectively Russian after the
collapse of the USSR17. This did not
happen in the Central and Eastern
European states, and even less so in the
former Soviet countries. In the past 30
years, Russia has been using energy

Also, Kremlin is sponsoring breakaway
regions through different energy schemes.
As we have seen, Gazprom is willing to
offer Transnistria unpaid gas, which is
transferred into the debt of Moldova and
its use brings profits to the budget of the
separatist regime and offshore accounts.
In Abkhazia, free energy is consumed
directly from the Georgian network or
stolen from Enguri hydroelectric power
plant, both costs being borne by Moldovan
and Georgian citizens. In Ukraine, the
control of separatists in the Donbass
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region means control over the most
important coal resources, which has posed
serious security problems for Ukraine.
Most interesting, however, is the recent
phenomenon of cryptocurrency
produced in the separatist regions of
cheap energy provided by Russian
companies. Some journalistic
investigations show that in Transnistria,
the Donbass region, Abkhazia over the
past two years, factories of cryptocurrency
started to appear. These factories are
extremely profitable because of the cheap
energy, with costs borne by consumers in
the rest of the country. To mention only
one case, the main investor in
Transnistria, with the energy produced by
the Cuciurgan plant controlled by the
Russian company Inter RAO and
Gazprom's unpaid gas (which is counted
as Moldova's debt to Gazprom) is one of
the sons of the Prosecutor General of
Russia - Igor Ceaika.
In other words, Russian oligarchs are
siphoning off money from companies such
as Gazprom, which no longer recover their
debts for the delivered gas, while the debt
that accumulates to Gazprom and which
today exceeds USD 7.2 billion (almost
90% of Moldova's GDP) is used as
blackmail for taking over energy assets
from Moldova as compensation, given that
Moldovagaz-Gazprom's arbitration in case
of non-compliance with the contract is in
Moscow. Win-win arrangement, as they
say. Moreover, cryptocurrency payments
are much more challenging to track than
those through banks for which there are
anti-money laundering mechanisms, which
can make them a useful tool for suspicious
or illegal transactions.
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For now, we do not know whether the
cryptocurrency that occurs in separatist
regions will continue to be used for such
practices, but there is certainly a risk that
the production of cryptocurrency
controlled by various businessmen with
links to the Kremlin will increase.
In summary, the Kremlin is trying to
divide the EU using the energy it has at its
disposal, but in a subtle way, because in
the EU there are rules and transparent
institutions working for the legitimate
interest of all stakeholders, including
consumers (energy security, competition,
alternative). In the former Soviet space,
however, we often see more substantial
forms of influence, although the EU is also
trying to introduce the same rules and
principles that would benefit the citizens
there.
Corruption, weak institutions, energy
businesses for the benefit of oligarchs
from countries like Moldova, Georgia or
Ukraine should not make us indifferent:
the behaviour of Russian companies
like Gazprom, Inter RAO or Rosatom
shows precisely what they would do
in the EU if they were given the
opportunity. The poor government and
the corruption in the East can also
"contaminate" the West - for example, by
laundering money to fund trolls, fake
news or extremist parties in the West.

www.expertforum.ro

In the US, for example, it seems that
cryptocurrency was used to pay the

Russian hackers involved in the 2016
election scandal19.
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What can to be done?
Firstly, it is essential for the EU to apply
without any compromises the principles on
which the single energy market is now
being built. These are:


Transparent transactions, strong
regulators, fair competition,
without advantages for players;



the concern to diversify the
sources and routes through which
energy can reach households and
the industrial consumers so that it
does not depend on a monopoly
that can have other intentions than
maximising profits, or even more
dangerous (for example,
controlling political decisions under
the threat of interrupting the
energy supply).

The European model is precisely the
opposite of the Kremlin's model of
energy: monopoly, dominant market
abuse, market segmentation, the threat of
the disruption of the supply, blackmail to
maintain control over critical energy
assets, cheap energy for friends and
expensive for the others, model applied by
Gazprom until recently in at least eight
member states and which has been
sanctioned by the EU as anticompetitive
behaviour (with no significant fines
though)20. We believe that this European
model must be strictly observed.

www.expertforum.ro
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It is equally urgent for the EU to
understand the practices of Russian
companies in energy where state
institutions are weak; on the first
occasion, the same can happen in the EU.
In the table below, we have some
examples of energy blackmail that the
Kremlin used not only in the former Soviet
20

http://europa.eu/rapid/press-release_SPEECH-183928_en.pdf

states but also to other European
countries.
The Single Energy Market project has
hardly evolved from the 1990s until the
end of the 2000s. Gas crises (2006, 2009)
and military aggression in Ukraine have
aggravated the sense of urgency and have
moved things. After 2014, when the
conflict with Ukraine caused gas
disruptions to the EU through Ukraine, the
EU has analysed the energy security
risks, resulting in the need to diversify
gas sources, transport routes and sources
for other energy products where Russia
was a relevant supplier, especially oil and
nuclear fuel. The understanding of the
West regarding the abusive behaviour of
Russian energy companies used by
Kremlin for pressure purposes has also
grown.
As a result of the analysis, a series of
better energy interconnection projects of
the EU Member States, solidarity
measures in the event of supply risks were
initiated, including with non-EU states, but
which have Association Agreements and
are part of the Community Energy
(Ukraine, Moldova, Georgia); construction
of pipelines to bring new sources of gas to
the EU and region such as Caspian and
Black Sea deposits; and sanctioning
Gazprom's dominant position abuse in
eight states.
Some EU Member States, such as the
Baltic ones, more aware that the old EU
members of the real intentions of the
Kremlin, have benefited from the
European rules and funding available for
diversification projects in gas and
electricity, and today, in a market which
offers more suppliers, they negotiate more
advantageous contracts with Gazprom and
are no longer so exposed to the risks of
interrupting energy supply.
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Source:

Overall, the EU is pushing in the right
direction, but the Kremlin is trying to
divide the EU, as we have seen, with
tempting energy deals: better gas
contracts, Nord Stream 1 and 2 pipelines,
South Stream / Turkish Stream, Russian
banks to build new nuclear power
capacities (Paks 2 in Hungary, etc.).
As a result, the positions of some EU
Member States or energy sector actors
have been ambivalent. We do not know at
the moment how to position the new
MEPs and the new leadership of the
Commission after the elections this year,
but we hope that the new approach of the
EU to be more consistent than before.

www.bloomberg.com/news/articles/2018-0726/europe-is-likely-to-disappoint-trump-as-bigbuyer-of-u-s-lng

Europe, USA, Germany and the Baltic
Sea pipeline
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A great discussion these days is the
approach of the interconnectors with the
third countries (the Nord Stream 2
project) in an amendment to the Gas
Directive (2009/73 / EC). Does it have to
abide by the rules of the single market,
which requires that a pipeline be
accessible to all suppliers that can trade
gas through it, or can an exception be
made, leaving the monopoly of a supplier
in our case, Gazprom? In the first case,
the project would be hard to build,
because the only advantage in its
construction is the consolidation of the
Gazprom monopoly. In the second case,
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the same gas deliveries that reach today
in Europe would only reach pipelines that
bypass Ukraine, damaging the Ukrainian
budget of about USD 2 billion transit
tariffs, as the EU, on the other hand, tries
to help financial authorities in Kiev.
If the directive in its current form is
correctly interpreted by all those involved,
certain parts of the pipeline that crosses
the territory of the EU Member States
should already apply the provisions of the
Directive. Russia instead interprets that
the entire interconnector should have
rules other than those applicable to
pipelines in the EU.
To clarify once and for all, it has been
decided to amend the directive to
include that EU interconnectors with third
countries are also subject to all European
rules for non-discriminatory access of
network providers. Central and Eastern
European countries, Poland, Romania and
Ukraine, support the right decision: no
exception from the EU principles for
Gazprom. Germany, under the pressure of
the companies involved in the project,
tends to make the rules more flexible.
These months in Brussels and Strasbourg
are crucial for the adoption of
amendments to the directive and for the
Union's credibility concerning energy.

www.expertforum.ro
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Quite curiously, we have an almost
identical project from the 1980s: the
pipeline called Yamal (or today the
"Brotherhood" that crosses Belarus to
Poland and Germany) that brought gas to
Germany and was one of the pillars of the
reconstruction of the Germany-USSR
relationship at the height of the Cold War.
Discussions at that time were very similar
to those of today: from the point of view
of the US, the pipeline would make the
West vulnerable by increasing dependence
on Russian gas. And then, building the
21

www.vocaleurope.eu/how-russian-pipelines-heatup-tensions-from-reagans-battle-over-yamal-to-theeuropean-row-on-nord-stream-2/?fbclid=IwAR1Q3--

pipeline would give a political advantage
to the USSR, legitimising Soviet leadership
in the West, creating divisions between
Europe and the US, increasing Western
Europe's dependence on Russian gas and
the risks of a possible gas supply
disruption.
Also, it allowed the USSR to acquire
Western gas technology (in particular
American technology used by European
companies, technology the US did not
want USSR to have), increased USSR
revenues from foreign currency gas
exports with which the USSR could
consolidate control over the Warsaw Pact
countries, etc. As before, the US imposed
sanctions on European companies that
contributed to the construction of the
project.
In the end, the Yamal pipeline was built.
By 2011, when North Stream 1 came in,
the transit through Belarus was the only
alternative to transit through Ukraine, a
matter speculated by Russia as an
argument against Ukraine in the gas crises
of 2006 and 2009. Yamal opened the way
for increased dependence on Russian gas
in the EU in the decades that followed, so
we can say that the American forecasts
were the right ones.
The policy of the various European actors
towards Russia has been and is still
influenced by such projects today21. It
should also be noted that the application
of European rules in the EU and individual
Member States is a model for
governments that are quite reluctant to
energy reforms in the countries with
Association Agreements (Moldova,
Ukraine, Georgia). More specifically, a
corrupt government is glad to see
the rules not being followed by the
EU Member States, as to not apply
them either. Especially considering that
elEQNQ_SPrGOyKTi5I5nEhz7IcGUj6tIUmMcfUqIX2a
3DFKQYZqM
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the EU rules (transparency, competition,
equal trade rules for everyone)
disadvantage various influential local
actors who have preferential energy
contracts: for example, subsidised gas for
Ukrainian oligarchs producing fertilisers.
Why would Ukraine, Moldova or Georgia
transpose the European Union Directive
on Electricity and Gas if even the wealthier
Member States are not doing it? Closer
to our home: what example can we
give if we, Romania, are seriously
violating the European Gas Directive
through Order 114? This is the same
directive we are now changing to fit
Nord Stream 2, under the Romanian
Presidency of the Council! The Kremlin
is gaining a lot from the violation of
European norms and principles, bad
governance in general, escalating tensions
and mutual accusations between
European capitals.
It is not clear, for example, in the case of
Romania, if the last year's legislative
amendments:



were in some way influenced
directly by Russia,
alternatively, they were given to
the benefit of local actors (large
gas suppliers), and Russia
benefited indirectly from their
"luck".
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The second is Ordinance 114, which will
cap the wholesale producer price to 68
RON / MWh (below the market price of
90-110 RON / MWh) by 2022; we are
returning to regulated markets for
domestic consumers, although
liberalization over the last three years has
brought lower prices and alternatives; and
additional taxes (2% of turnover) are
imposed on a number of energy
companies.
The content of these laws and the way
they were adopted (suddenly, without
consultation, with an aggressive speech
towards foreign investors) create an
unpredictable environment for investment.
As a result, OMV Petrom announced that it
is postponing the investment decision in
the Black Sea; BSOG has decided to
invest, but has announced that it will
further analyse gas market developments;
and the European Commission initiated
infringement proceedings for breach of
the Gas Directive22. It should be noted
that the Black Sea deposits could be
significant for the consumption of the
countries in the area (1 billion mc
Moldova, 3 Bulgaria, 10 Hungary, 10-11
Romania), so it could be a real competitor
for Gazprom.
In order, not to compromise the
diversification of gas sources in a
vulnerable area to Russian influence,
Romania must urgently repeal
Ordinance 114. It jeopardises
interconnections with neighbouring
countries: both the BRUA project and the
connection with Moldova that will be built
by Transgaz in the next two years.

oug-114-inceput-procedura-infringement-din-cauzaplafonarii-preturilor-gaze.htm
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Two normative acts discourage
investments in the gas sector,
especially those in the Black Sea, a matter
through which Gazprom is winning, as
they will not have any Romanian
competition in the region. The first one is
the offshore law according to which
companies that exploit gas in the Black
Sea will have to pay taxes after a grid
built without any impact assessment and

will have to sell half of its production on
the Romanian gas trading platforms.
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Sanctions and Russian rewards in energy
Date

January 1993

Latvia

February 2004

Belarus

2005

Belarus

January 2006

Ukraine

Disruption of gas supply

January 2006

Georgia

29 July 2006

Lithuania

Disruption of gas and
electricity supply
Transneft (Russia) stops
supply of oil to the
Mazeikiu refinery

2006

Moldova

Increase gas price

2006

Armenia

Increase gas price

March 2008

Ukraine

Cutting gas supply by 2550%

July 2008

Czech
Republic

Cutting off oil supply

Dec 2008-Ian
2009

Ukraine

Cutting off gas supply

2011

Belarus

July 2013

Kirgizstan

Taking over the
Beltransgaz gas network
Taking over Kyrgyzgas

Aug-Dec 2013

Armenia

Increase gas price and
then reduced

Sep-Oct 2014

Poland,
Slovakia,
Germany

Reducing the supply of
gas to Yamal and the
Brotherhood

November 2015

Ukraine

Cutting off gas supply

Ukraine conflict

Winter 20162017

Belarus

Increase gas price

2017

Turkmenistan

202021
(approx.
date)

Ukraine

Blocking Turkmen
exports to Russia

Pressure on Belarus's
intention to open up to
the EU
Isolation of a possible
competitor
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1993

Affected
country
Ukraine

Case

Geopolitical reasons

Cutting 25% of gas
supply
Cutting the supply of oil
to the Ventspils export
terminal
Cutting the supply of gas
of 100% for 30 hours
Significant discount for
gas price

Pressure to give Russia
the nuclear arsenal
Attempt to take over the
ductwork
Pressure to take over the
gas network
Incentive to take over the
gas network

Unpaid old invoices

Punishment because
President Yushchenko
wanted Ukraine to be
closer to the EU and
NATO
Attempt to take over the
gas network
Punishment for the
privatisation of the
Mazeikiu refinery with a
Polish company

Dispute over debts and
prices after the contract
expires

Political signal for the
Ukrainian crisis
Taking over the ArmeniaIran gas pipeline and
preventing other suppliers
The return of Yulia
Tymoshenko as prime
minister
Penalty for signing a
missile defence system
agreement with the US
A punishment for the
support given by
Yushchenko to Georgia in
the Russian-Georgian war
Control over transit
pipelines
Strengthening of the geopolitical power of Russia
Armenia's determination
to enter the Eurasian
Economic Union
Increasing pressure
before EU sanctions

Unpaid debts

Nord Stream 2 &
Turkish Stream

Punishment of
Ukraine, pressure on
Central Europe

Justification (usually
economic)
Kiev did not pay their
bills
Export terminal tariffs too
high

It was not explained

Chechen terrorist attack
Technical problem

Adapting to market
prices
Unpaid debts
Technical problems
Stalemate in negotiations
for past debts and future
prices
Debt Guarantee
Annulment of the
Kirgizstan debt
It was not explained
The effort to block the
re-export of gas to
Ukraine through Poland
and Slovakia
There was no payment in
advance for the gas.
Eliminate previous
discounts
It was not explained
Misunderstanding on the
topic of prices

Avoid transit risk
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Also, Romania needs to support at
European level the amendment to the Gas
Directive confirming that the Nord Stream
2 project fully complies with the rules of
the Single European Energy Market. This
decision, perhaps unpleasant for
Germany, must be promoted with
sensitivity and maturity because many
German economic and social actors are
also convinced of the correctness of the
European position, but political
competition in Berlin has led to a blockage
on the subject, and the escalation of
tensions does not help.

In fact, rhetorical inflammations,
polarisation and caricature of relations
between EU member states using thicker
hints, historical clichés, and conspiracy
theories to train the general public and
fuel their mistrust and cynicism are
strategic targets of disinformation coming
from the East. And such misinformation is
all the more effective when they can build
on real issues, as is the case with the
Nord Stream 2 project. About that, in the
next section.

This week, the Kremlin's Playbook II was released in Washington DC,
edited by the CSIS (DC) and CSD (Sofia) think tanks. As we have seen in
the chapter on Romania which we contributed with, OUG 114 and the
offshore law contain provisions that operate at least indirectly to
Gazprom's advantage
https://www.csis.org/features/kremlin-playbook-2

www.expertforum.ro
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Disinformation and other
finesses before the European
elections. Russian influence
in the region
In February 2019, Facebook has
suspended false pages and trolls’ profiles
in several Eastern European countries as
part of its offensive against "coordinated
unauthentic behaviour"23. Facebook’s
announcement refers to 364 accounts
with over 800,000 followers, many of
which are ghostly news pages that
reproduce Sputnik content. Being subject
to high public pressure and severe
reputational costs, the social network is
currently trying to censor virtual actors
acting as online trolls and that have a
significant impact.
Their identification and the clear and
predictable separation of what is online
trolled content or "fake news" is a
challenging, technical and philosophical
task, and in the future, there may be
scandals in both directions: both based on
negative fakes and false positives (i.e.
honestly suspended profiles). Lying,
exaggerating, telling half the truth,
making jokes and ironies (even bad ones),
writing pamphlets - they are all part of the
world not only in the campaign arsenal of
politicians but even in day-to-day
behaviour of ordinary people. Cleaning
social networks of such types of
expression that is sometimes associated
with the fake news phenomenon, is
impossible because they are an integral
part of the Sapiens natural language.
www.expertforum.ro
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Moreover, combating "fake news" on
social networks - which can be called
censorship - can also be strategically used
23

Coordinated inauthentic behaviour,

https://newsroom.fb.com/news/2018/12/insidefeed-coordinated-inauthentic-behavior/

by illiberal political regimes, as it has
always been in history; nothing new here.
These days, in Russia a set of
amendments are being discussed in
relation to a harsh legislation to combat
fake news, passed in 2018: fines of up to
15,000$ for the spread of false news or
injurious language to "society, state,
official symbols and public institutions "24.
Also, up to 15 days of imprisonment are
proposed for recidivism and the right of
state institutions to suspend webpages
that do not delete false or offensive
information. A whole series of other
countries outside Europe have similar
legislation.
The problem is that it is probably not the
best idea to fight "fake news" through
draconian legislation, especially in
countries where the rule of law is weak or
non-existent because the hijacking of
social repression is immediate. However,
at least at this stage, the "inauthentic"
criterion appears to work reasonably when
it is applied in good faith by network
administrators and not by public
authorities in countries where there is no
guarantee of respecting citizens and
media rights: if you pretend to be
someone else you may get blocked by
Facebook, Twitter, YouTube etc., even if
what your posts are not 100% fake.
In one way or another, the action from
February replicated more or less by other
Western social media companies (but not
those in the East), suddenly sheds light in
a dark area of the Internet. Thus, in the
Republic of Moldova, the "rafting" of
the Internet led to the deletion of 168
false Facebook profiles, 28 pages and 8
Instagram profiles. Many of them were
very active in the electoral campaign for
the 24th February elections, including paid
ads. It was shown that they belonged
either to undercover Moldovan
24
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government employees or to activists or
companies associated mainly with PDM,
the ruling party ran by the oligarch
Plahotniuc, but all of them hid their real
identity by posing as news pages.
A month later, the operation was repeated
in Romania: 31 pages and FB profiles
were deleted because they acted
coordinated and under camouflaged
identities, presenting themselves as news
generators. As in the case of Moldova, it
was discovered that most of the trolls
were institutionally organised around the
main ruling party, PSD, sharing the same
doctrine as PDM.
The two situations may seem alike, but
taken together they constitute a good
case study for comparison and contrast of
the phenomenon of fake news in Eastern
Europe, including the component of the
Russian influence. This is because,
although they share things in many ways,
Romania and Moldova are radically
opposed examples of the functioning of
the fake news market and, in particular,
the Russian influence in the Eastern
European region. In general, this region is
heterogeneous, linguistically and
religiously fragmented, with entirely
different reports on significant events in
modern history (World War II, the
collapse of the USSR), and various
degrees of nostalgia for the communist
regime, especially according to its profile
in 70s-80s (intensity of repression,
perceived living standards, etc.).
There are features of a socio-political
nature that shape the reception of fake
news or other types of influence from the
Kremlin, such as:

b) A significant proportion of the
population is represented by
Russian-speaking
communities, with all the
associated political consequences
(the Baltic states, Moldova)
c) Large-scale knowledge of the
Russian language in the
population as the second spoken
language can make direct
broadcasting of media products
from the Russian Federation more
feasible (news, but also
"entertainment", where politics is
subliminal)
d) Territories outside the national
border where citizens with two
passports live are entitled to vote
in both national elections
(Bulgaria-Macedonia, RomaniaMoldova, Poland-Ukraine); this
leads to "contamination" of
electoral politics and campaigns on
both sides of the border to a
certain extent, both
organizationally, through the
polling stations and in terms of
speech.
e) Links between the political
and economic elite in the
Eastern space, in a practical
sense: personal relations, a good
understanding of the former USSR
space, the habit of doing business
in that part, or having ties to a
party.
f) Refer to the history of the
USSR as an identity base,
especially in the "Great Homeland
War of 1941-1945" - a historical
fake through omission,
perpetuated for decades through
state propaganda and the

www.expertforum.ro

a) Culture, history, behaviours:
there are countries with a
substantial Russophobe
population, such as Poland or
Romania; and countries with more
blurred attitudes in this respect,

such as Bulgaria or Hungary.
These things do not change easily
over time.
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education system, precisely with
the aim of creating deeply-rooted
political attitudes which would be
challenging to modify; these
effects are visible, for example,
every year when May 9th
approaches.

In addition to these structural elements,
there are recent developments that also
influence the permeability to political
manipulation in the region, acting in
opposite directions.
1. Major media problems in the
national languages of the region after its
decimation under the combined effect of
the internet rise and the global economic
crisis of 2008-2010. Except for Poland
where the commercial market is more
prominent, it is hard to talk about
functional media in most of the new EU
member states in the Balkans or the New
Neighbourhood.
The extreme fragmentation and lack of
real economic base have made Eastern
European private televisions easy to be
used in a clientelistic way; the written
press is virtually endangered; the online
media, which seemed at one point a
solution, came with its limitations and
problems. Public (state) mass media is a
politicised and irrelevant failure in most of
the countries in the region, and the
regulators (broadcasting councils) are also
politicised and impotent25.

www.expertforum.ro
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Without the old centrist platforms to make
the editorial selection and ranking of the
news which would be used in order to
have relevant public debates, the society
is vulnerable to informational chaos and
the agenda made by local oligarchs and
Russian influence.
It is very difficult to explain to Western
analysts and partners the situation in the
25
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East and how different it is from bigger
states with international languages, a solid
economic base and pluralistic press
tradition: their sector has also been
suffering for the past 10 years, but the
magnitude of the changes in the East is
incomparable. Practically, the new
democracies in the forefront of the fight
against propaganda have to quickly invent
a model of democratic debate in the
absence of press!
2. Finally, the political will to counter
fake news and Russian propaganda is a
criterion that clearly divides states in the
region into distinct categories. On the one
hand, (2a) the three Baltic States or, to
a large extent, Ukraine, are examples of
countries in which public authorities, led
by the government, are aware of the
danger of online and offline manipulation,
openly discussing it and taking
countermeasures, often in honest cooperation with civil society and external
partners. Their intelligence services
publish risk analyses, and government
agencies make handbooks and guides to
good practice in understanding and
fighting cyber-attacks, following a
Scandinavian model. Social networks are
pressured into making transparent the
payments and payers during the election
campaign. Recent elections in Latvia and
Estonia have been a public-private sphere
of action in this respect.
On the other hand, (2b) much more
political regimes in the region rely on
manipulations and fake news to rule - bad
governance and fake news
propaganda being, in fact, two sides
of the same coin: the model of
clientelistic governance. Here we can
include the current political regimes in
Hungary, Romania, Poland, Moldova,
Serbia etc. As much transparency, as can
be obtained is instead the result of the
action of non-governmental actors
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working despite obstacles on the part of and not with the help of – the public
authorities.
The best example is the unmasking and
blocking of the Moldovan network of trolls
mentioned at the beginning of the section;
an operation carried out by two groups of
civic activists in cooperation with
Facebook. In this story, the government
was an obstacle, not a partner in the fight
against propaganda!
The socio-political (a-f) factors listed
above influence how the direct Russian
propaganda may or may not be effective
in each country, but what is common to all
of them is that their governments
and/or political leaders are the main
emitters of fake national news. In
states with a Russian-speaking population,
such as Poland or Romania, manipulation
theories from the East must be
"nationalised", put into traditional clothes
and purged of any reference to Vladimir
Putin or Moscow. In countries such as
Hungary or Bulgaria, this is not necessary,
because it does not necessarily stir
hostility.
However, at the other end of the
spectrum, there are states like the
Republic of Moldova, where the open
display of Russian influence is often
beneficial to a local politician, because
Vladimir Putin is by far the most popular
leader not only externally but internally as
well26. This means that, behind the antimanipulation rhetoric that is rigour for

Valeriu Paşa, Vasile Cantarji, Irina Sterpu, 2018.

Moldova's television content and how it is shaping
electoral behaviour: an assessment of Russia's



A law that was supposed to limit
the relaying of TV content from the
Russian Federation is, in fact,
toothless and easily circumvented
by media operators; the first to do
this are the televisions associated
with the two heads of the regime:
the PDM leader and the socialist
president. So, the primary source
of international news for the

influence on the country's geopolitical options.
WatchDog.MD Community, Chişinău.
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the use of foreign partners, the authorities
of Chisinau are actually part of the
integrated Russian propaganda system
outside the borders:

26
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Moldovan public is still the Russian
national televisions.
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Laws prohibiting the financing of
parties and electoral campaigns
abroad that are virtually violated,
without consequences, as long as
the funds have their source in the
Eastern area. All the Eastern
states, including the new EU
member states, are sinning in the
field of clientelism and illegal
money in politics, but nowhere are
the violations as flagrant as in the
Republic of Moldova, whether they
are funds obtained in the past or
entering the country afterwards.
Much of these resources are
invested in the propaganda
apparatus of the regime and its
customers, on traditional or new
media.
Unlike Ukraine, for example,
Moldova did not take any
measures to limit the penetration
of Russian-language social
networks, Odnoklassniki and
Vkontakte, owned by Russian
companies. With nearly 1 million
single visitors a month, the Ok.ru
network has so far been the top
one in the Republic of Moldova;
now it's easier because of
Facebook. What makes it
interesting is that Russian
intelligence service FSB obviously
controls it. Together with
Vkontakte, Ok.ru has several users
in Moldova that surpass the
Western networks, and their
databases are legally under the
control of the Russian state.

authorities, in total contrast with what is
happening in the Baltic States, must be
associated with the other factors of
influence mentioned: the use of the
Russian language; important Russianspeaking community; identity ambiguity
for a large part of the population, visible
in public disputes over re-evaluation of the
USSR inheritance; the political uncertainty
at the border of the Nistru, where a large
number of citizens in the uncontrolled
territory of the authorities can vote in
(and influence) national elections27; but
especially the connections of the
Moldovan political-economic elite in the
area of the East of the Nistru, given by
the recent history and the specific
experience of the place's life.
All these things together made the
analysts talk about "Russian influence
with an invitation" in the sense that
propaganda is not only tolerated or used
briefly but even facilitated by the basic
parameters of the political system and the
measures taken in the media sector28.
The table below summarises the position
of Moldova and Romania in the
manipulation landscape in Eastern Europe,
in contrast to other countries where the
theme is equally relevant. It can be seen
that if we consider the two crucial factors
discussed, namely the permeability of
the environment to fake news and
misinformation that comes from the east
(measured with a-f dimensions) and the
real political will to counter the
phenomenon of fake news, Moldova and
Romania are contrasting cases.

This non-combat on the media market, or
rather a double play of the Moldovan
27

Or even the Euro-parliamentary elections from
May 2019, considering that many citizens from
Transnistria also have a Romanian passport
28 https://anticoruptie.md/ro/stiri/analiza-moscovavaneaza-vulnerabilitati-intr-o-romanie-anti-

rusa?fbclid=IwAR0FtAkoZZ9sCKWEVKfWQ8QlDz6BlsQ9zi1Fs_LHiSUabPj1kBklDraZV0
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Romania, Moldova and the Russian influence, compare-and-contrast

The will of the government to fight propaganda
Yes

No

Yes

Moldova

Ukraine

(up-front, “with invitation”)

Baltic States

Romania

(actively rejecting)

(subtle)

Why is Russia different? "Not a
machine but an ecosystem."

In reality, the system used by the Kremlin
to project its influence is not a machine
29

https://securingdemocracy.gmfus.org/russias-activemeasures-architecture-task-and-purpose/

No

but an ecosystem29. There is often no
formal order, but a general direction of
action that everyone understands. This
allows the centre of power, Vladimir Putin,
to keep deniability - that is, the distance
from concrete operations that can always
be blamed on someone else when
something goes wrong.
"Ecosystem" means that the central public
institutions through which the Kremlin is
spreading propaganda and active
measures are assisted by a whole series of
para-state actors from QUANGOs to
companies controlled by regime dignitaries
or their close relatives. Among all these
public or private elements - or located in
the grey area between public and private
because, in Russia, the boundary between
them is not always clear - there is little
direct coordination, much competition and
often conflicted situations.

www.expertforum.ro

We have already mentioned the Russian
influence so far in the Eastern European
region, but without analysing the nature
of the source from which it radiates, that
is, Russia itself. Most Western observers
oscillate between naivety and idealisation
when it comes to the subject, in the sense
that they either underestimate the
capacity of the Kremlin to interfere with
the political processes of other European
states or imagine it as a well-coordinated,
hierarchically driven machine with clear
command and control procedures.

Favorable
environment for
Russian
Propaganda

28
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It is notorious, for example, the rivalry
between intelligence services, including
military, or between the General
Prosecutor's Office and the FSB. Elements
of the ecosystem compete with each other
to achieve the general strategic targets of
the regime, or even undermine and
interfere with one another in external
action, relying on different tactics or
customers in the same country (the case
of Moldova). Therefore, there is a lot of
initiative and creativity in operations, lack
of horizontal communication, the general
rule being that success produces essential
benefits for its author, which is thus
chosen with external leverage that can be
controlled for the own benefit; and failure
remains individual, deniable at the Kremlin
level.
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The graph above shows the main formal
elements of the manipulation system as it
was in the year 2018 with diplomacy,
intelligence, agency for the control of the
online environment (much strengthened in
2018-19 by the new laws of "fake news"
and the one that is currently discussed,
limiting access to the Internet), and the
main

Source: Clint Watts, 2018. Russia's Active
Measures Architecture: Task and Purpose

state media channels and the famous
Sankt Petersburg trolls and hacker farm.
Around them, there is a plethora of
private entrepreneurs, more or less
connected to the power system,
sometimes damaging public resources,
sometimes investing their resources in
operations hoping to have a win. Actions
can be economic, cultural, propaganda,
academic, etc., all with operational
independence under the umbrella of an
implicit blessing of the Kremlin for the
general direction to follow.
Having considered all of this, it is
necessary to interpret, for example, the
efforts of such a semi-detached
entrepreneur - Aleksandr Dughin - to
build a network of influence in Romania,
between politicians and opinion leaders.
"Dughin's list" is real, being discovered by
the investigative press in Ukraine, where
there is more expertise and seriousness
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the losers (real or imaginary) of the postcommunist transition and EU integration;
value relativism and moral equivalence in
international relations - but the themes
and means of action will be adapted to
the context of each country.

concerning these issues30. However, that
does not mean, as it has been said on
numerous occasions, that it comes from
the Kremlin, or that it knew about it, or
that those on the list would know about it,
or that they would benefit from it.
It is simply about the efforts of a private
cultural entrepreneur (Dughin), connected
quite vaguely and ideologically with the
Putin regime, to build a network of
influence in Romania identifying people
who either have a liking towards Ivan
Ilyn's Eurasian philosophy (embraced by
Putin after 2011), or Euro-sceptic and
anti-Western formations (former security
officers, Soviet-nostalgic, legionnaires), or
they have become so after personal
failures (Adrian Năstase after his release
from prison). Such semi-private
enterprises can succeed or not. This does
not exclude other efforts, in the economic
or party sectors, of other entrepreneurs all of which are, of course, absolutely
indisputable by the Kremlin.
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https://adevarul.ro/news/politica/prietenii-rusieiromania-deconspirati-presa-ucraineana-dan-puric-





The global Soros theme - the "parallel
state"/"statul paralel" (with the
Gulenist version in Turkey), cultural
values (the "LGBT issue"), immigration
States on the second rank, national
humiliation, and double standard in
the EU - connected with the generic
"food scare."



The high costs of NATO and the
security system; externalities of the US
military presence in the region
("nuclear pollution", military risk)



Post-colonial anti-EU speech: seizing
markets, blocking investments, the
Constanta port vs. Schengen, etc.

mircea-dogaru-lista1_547ef05da0eb96501e529010/index.html
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This decentralised ecosystem, energetic
and well-endowed with resources will
undoubtedly work in Eastern Europe for
the European elections in May 2019.
The general line is quite clear and not new
- feeding cynicism to the electorate in the
new Member States and their distrust
towards democratic institutions; activating

In Romania, there are already flagged
topics that will be analysed in a more
detailed EFOR report. Faced with a
Russian-speaking society, the situation will
be different than the one in Moldova, for
example, exploiting disputes without
making an immediate connection with
Russia, and promoting Eurosceptic leaders
or public persons (from belief or
conjuncture) on Sputnik in Romanian,
managed from Chisinau by a peculiar
combination of former unionists and proKremlin political financiers. These topics
will, of course, be on the Putin Post-2011
Agenda:

30

The revival of populism in Eastern Europe

www.expertforum.ro

31

2019 Annual Report

7 Semilunei, apt 1
Bucharest, Sector 2
www.expertforum.ro

www.expertforum.ro

32

